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1. Basic information: 

 

1.1 Minimum technical requirements: 

 

No. 

p / p 
Name Characteristic 

one Monitor The minimum resolution is 1000 pixels wide, 700 pixels high. 
 

It is not allowed to use more than one physical or virtual monitor (a device 

that graphically represents digital and analog information). 

2 CPU 32-bit (x86) or 64-bit (x64) processor with a clock speed of 2 

GHz or higher, compatible with standard revisions of the 

Microsoft Windows operating system. 

3 RAM (random access 

memory) 

The total volume is at least 4 GB. 

four Hard Disk Drive (HDD) / 

Solid State Drive (SSD) 

The total size of the system volume is at least 60 GB. 

The total free space of the system volume required for the 

correct installation and operation of the program is at least 5 

GB. 
 

Please check the total free space before starting the program. 

We recommend using a solid state drive for better performance. 

five Operating system Licensed Microsoft Windows 7 SP1 or higher obtained from 

Authorized Service Providers. 
 

It is not allowed to use the operating system, with any changes that may affect 

the performance of the program. 

6 Software .NET Framework 4.8 or later. 
 

It is not allowed to use the software platform (.NET Framework), with any 

changes that may affect the performance of the program. 

7 Drivers Before installing the program, you must make sure that all 

device drivers used by the operating system are installed 

correctly. 

8 Internet access The program requires a one-time access to the Internet to verify 

the authenticity of the license key during installation. 

nine Additionally The program can work correctly only with the "Administrator" 

account type of the operating system user. 

 



1.2 Terms used in this manual 
 

Program, software: 

¶ SPO - special software 

 

Devices (recorders): 

¶ PVR - personal video recorder 

¶ PNVR - personal wearable video recorder 

¶ UR - registration device 

 

Terminal (computer): 

¶ PC - personal computer 

¶ Computer - electronic computer (computer) 

¶ PC - personal electronic computer (personal computer) 

 

Priority file - a file that has been marked as priority (important or favorite) in the program or on the 

device (recorder). 

  



1.3 A short list of the main functions of the program 

 

¶ Possibility of simultaneous connection and correct operation of the number of devices 

corresponding to the number of cells (for example: 30 cells - 30 devices). 

¶ Displaying the statuses of devices (recorders) in cells, according to the ports on the terminal. 

¶ Priority copying of marked records. 

¶ Displays on the terminal screen information about the fullness of the discs for recordings 

(archive).  

¶ Display on the terminal screen of information about all cells of the terminal (with a large number 

of devices, adding scroll bars). 

¶ Displays the connection status of the device in each cell. 

¶ Displays information about the progress of the priority copy using the progress bar, percentage 

and time remaining. 

¶ Displays information about the copying progress using the progress bar, percentage and time 

remaining. 

¶ Displays information about the progress of the battery charge of the device (recorder) using the 

progress bar, percent and the remaining time. 

¶ Virtual keyboard for input on a screen equipped with a touch panel. 

¶ Due to the increased control elements (interface), there is full adaptation to work on a terminal 

with a screen equipped with a touch panel, without using other input devices (mouse or 

keyboard). 

¶ User access to the program functions using authorization by entering a personal identifier and 

password. 

¶ Creation, modification and deletion of subdivisions to differentiate access rights to program 

functions (each user is assigned to a subdivision that has certain access rights). 

¶ Creation, modification and deletion of users (including name, password, comment). 

¶ The ability to block a user. 

¶ The ability to use a web camera to assign a photo by the user. 

¶ Identification of devices (recorders) using a specified virtual identifier. 

¶ Connecting only registered devices to the terminal. 

¶ Automatic and manual registration of devices in the terminal. 

¶ The ability to register an unlimited number of devices on the terminal. 

¶ Configuring devices in the program (changing the recording resolution, cycling, etc.). 

¶ Keeping a log of the extracted (issued) / connected (delivered) devices (recorders). 

¶ Provides device log searches using multiple filter criteria. 

¶ Configurable options for binding the device (recorder) to the user. 

¶ The ability to change the password for connecting devices to the terminal. 

¶ Ability to enable / disable synchronization of date and time of devices. 

¶ Ability to enable / disable deleting files on the device after copying. 

¶ Ability to select disks for recording (copying) files from devices. Including automatic mode 

(recording to all disks, except for the system one). 

¶ Providing searches in copied materials using multiple filter criteria. 

¶ Ability to set / unmark the "priority" file. 

¶ File commenting. 

¶ View detailed information about a file. 

¶ Viewing multimedia files on the terminal. 

¶ The ability to save a frame when watching a video file, with the same bindings to the device and 

user, as in the original video file. 

¶ Viewing text files. 

¶ Export of any type of files. 

¶ Creation of a report containing the selected files and a document describing all the selected files 

in formats available for viewing by standard software tools. 

¶ Terminal logging with a large number of event types. 

¶ Providing a search in the terminal log using multiple filter criteria. 

¶ Viewing statistics by calendar months with the ability to switch to materials by clicking on any 

day, while saving all entered filter criteria. 

¶ Provide viewing statistics using multiple filter criteria. 

¶ Launching the program with the operating system. 



¶ Automatic deletion of obsolete records with configurable file retention time. 

¶ Built-in wizard for installing device drivers. 

  



2. Preparation for work  

 

2.1 Program installation 

 

¶ ATTENTION! Before starting the installation, make sure you have a license key and, if 

necessary, check with your service provider about the type of terminal and model of the 

connected device (recorder). 

 

Select the installation disk from the list of disks: 

 

 
 

If the operating system does not have the .NET Framework 4.8 or higher installed, you can install it by 

running the file: "Microsoft .NET Framework 4.8.exe". 

 

Run the BodyDVR installer by selecting the "BodyDVR_Installer.exe" file. 

 



 
 

Following the instructions, agree to the license agreement and check the minimum technical requirements 

necessary for the terminal to work correctly: 

 

 
 

Select additional installation tasks: 

 



 
 

Proceed with the installation: 

 

 
 

After completing the basic installation, you must enter the license key (to verify the key, you need an 

Internet connection): 

 

ATTENTION! Key activation occurs once! Re-entry is not possible. Make the choice of a terminal or PC 

for installation and work with open source software consciously. 

 



 
 

Select terminal type: 

 

 
 

For example, a 2x3 grid means that the screen will display a 6-cell grid of 2 columns and 3 rows. 

 

 
 

And the device model: 

 



 
 

Also remember the authorization data of the automatically created user 

 

 
 

Check out the steps after installing the application: 

 



 
 

If a driver is required for the connected device (recorder), install it (for details in the corresponding 

section), otherwise run the program: 

 

 
  



2.2 Installing the Device Driver (Registrar) 
 

¶ ATTENTION! The installation is demonstrated on the example of a device (recorder) model 

"EH15". 

¶ ATTENTION! You cannot disable the password on the device (registrar) for correct detection by 

the operating system. 

¶ ATTENTION! Before installing the driver, make sure that it has not been installed earlier, you 

can do this in the "Device Manager" of the operating system when the device (recorder) is 

connected: 

 

 
 

Open the "Start" menu of the operating system, in the program folder "BodyDVR", run the "Driver 

Installation Wizard": 

 



 
 

¶ In the window that appears, select one driver from the list and click "Continue". 

¶ For a device (recorder) model "EH15" it is recommended to install version 1.2.6.0: 

 

 
 

¶ Select the type of driver installation: 

 



 
 

¶ when choosing a custom installation, a choice of a folder is provided for copying driver files into 

it and installing in any way available to the user 

¶ when choosing an automatic installation, you will be prompted to connect a device (recorder) for 

correct driver installation (one device is enough for each hardware identifier (check with your 

service provider)) 

 

If the installation wizard has found drivers that are similar in device IDs, it will offer to search for 

installed drivers, it is strongly recommended that you remove all the drivers it found before installing. 

 

Waiting window for connecting unattended devices: 

 

 
 

Clicking continue / skip will start the driver installation. 

 

Example of a successful installation: 

 



 
 

After successfully installing the driver, the program can restart the operating system automatically when 

the window is closed. 

 

Next, you need to make sure that the driver is correctly installed in the "Device Manager" of the operating 

system when the device (recorder) is connected: 

 

  



2.2.1 Disable driver digital signature verification 
 

¶ ATTENTION! All the actions below change the boot configuration of the operating system, it is 

necessary to take measures to restore the system in case of errors. 

 

If the driver cannot be installed, you can try one-time (until the next reboot of the operating system) to 

disable the verification of the digital signature of the driver, following these instructions: 

¶ Open the "Start" menu of the operating system, in the "BodyDVR" folder, run the "Driver 

Installation Wizard". 

¶ In the window that appears, click "Advanced" and try to disable digital signature verification 

using the proposed methods: 

 

 
 

After loading the operating system, try installing the driver again. 

  



2.3 Setting up the operating system for the correct operation of the program 
 

¶ ATTENTION! Since the program uses many of the system functions of the operating system, add 

the program to the exclusion list of the firewall and antivirus software, otherwise, in very rare 

cases, it may be identified as "potentially malicious software" - this is not the case (if the program 

was obtained from trusted service providers). 

 

Procedure: 

¶ Disable the notification (request) when starting the program to correctly launch the program 

together with the operating system (for more details, see the corresponding section). 

¶ Disable operating system pop-up notifications (more details in the corresponding section). 

¶ Disable power saving modes (more details in the corresponding section). 

  



2.4 Limitations and recommendations for correct work with the program 
 

¶ ATTENTION! Since the program uses many of the system functions of the operating system, the 

program can only be terminated using the methods intended for this, otherwise it may lead to 

subsequent errors when starting and running the program, as well as the operating system. 

¶ ATTENTION! The files of the program are the same for all users, therefore, when the program is 

launched in several copies in one operating system, the files used may be damaged and further 

launches of the program will be impossible. 

 

General: 

¶ If you use autostart with the operating system, make sure that only standard operating system 

processes are also started. 

 

Before starting the program, make sure that: 

¶ The terminal specifications meet the minimum technical requirements of the program. 

¶ Only standard operating system processes are running. 

¶ The selected recording discs have sufficient free space. 

 

While the program is running: 

¶ Do not take any action that may lead to incorrect operation or incorrect termination of the 

program. 

¶ Do not change the operating system user account. 

¶ Do not log out of the operating system user account. 

¶ Do not block the operating system user account. 

  



2.5 First start 
 

¶ ATTENTION! Be sure to set a password for the automatically created user (more details in the 

corresponding section) 

 

Procedure: 

¶ Authorization (more details in the corresponding section) with the credentials of an automatically 

created user. 

¶ Setting up the program (for more details, see the corresponding section). 

¶ Initialization of cells (more details in the corresponding section). 

¶ Registration of devices (more details in the corresponding section). 

¶ Editing of subdivisions (for more details in the corresponding section). 

¶ Adding users (more details in the corresponding section). 

 

  



3. Beginning of work 

 

3.1 Main program window 
 

¶ ATTENTION! If copying records from the device (recorder) is impossible due to lack of free 

space, and the displayed free space in the archive is still there, it is worth considering that the 

program writes information for correct long-term copying and saving disk resources, leaving 

some free space on each of the disks. If there is not enough free space, reduce the storage time for 

recordings (more details in the corresponding section) or increase the volumes of drives (selected 

disks for recording). 

 

When you start the program, the main program window opens immediately: 

 

 
 

Description of controls: 

 

 



 
 

1. Menu 

2. Indication of the total free space for copying information from devices (recorders) 

3. Current time and date of the operating system 

4. Cell displaying the status of the device's connection to the terminal port 

5. Cell row number 

6. Cell column number 

7. Information about the current status of the cell 

8. Progress bar 

  



3.2 Extraction (issuance) / connection (delivery) of devices (recorders) 
 

¶ ATTENTION! Remove and connect devices only in the main window of the program, except for 

cases when the program asks to remove or connect a device in any other window. 

¶ ATTENTION! The progress of the battery charge may differ from the actual one (for more 

details, see the corresponding section). 

 

The procedure for removing the device (recorder): 

1. Remove the device. 

2. After the program detects the device, the user selection window will appear when the device is 

removed (if this option is enabled in the program settings): 

 

 
 

3. Select a user and, if necessary, specify a task for him, click the "Confirm" button (it will be 

displayed in the log of devices and materials): 

 

 
 

The procedure for connecting a device (recorder): 

1. Connect the device to the terminal in one of the specified ports. 



2. After being detected by the program, initialization and connection of the device will begin: 

 

 
 

3. During connection, a window for selecting a user will appear on the screen when connecting a 

device (if this option is enabled in the program settings): 

 

 
 

4. Select a user and, if necessary, specify a task for him, click the "Confirm" button (it will be 

displayed in the log of devices and materials): 

 



 
 

5. Files marked as priority on the device (recorder) are copied first of all: 

 

 
 

6. Next, the remaining files are copied: 

 



 
 

7. After the end of the copying process, the cell will display the progress of the battery charge: 

 

 



3.3 Virtual keyboard 
 

¶ ATTENTION! The virtual keyboard does not affect and does not interact with physical 

(connected to the terminal) keyboards (input devices), and when the layout is changed, the 

operating system input language does not change. 

 

Features: 

¶ The virtual keyboard is always located at the bottom of the current window. 

¶ Depending on the window, it can be hidden or always visible. 

¶ For the virtual keyboard to appear, select the required input field and, if it is available for input, 

the virtual keyboard will become visible. 

¶ Depending on the requirements of the input element, some buttons on the virtual keyboard may 

not be available. 

 

General form: 

 

 
 

Description of controls: 

 

 
 

1. Switching case (lower / upper). 

2. Switching the layout of the input language. 

3. Switch to symbolic input layout. 

4. Deletes the character before the cursor. 

5. Line break. 

6. Move cursor to the left. 

7. Move cursor to the right. 

8. Hide the keyboard. 

  



3.4 Login 
 

¶ ATTENTION! If the user has been blocked, he will not be able to log in. 

 

General form: 

 

 
 

Fill in the "Personal ID" and "Password" input fields (if it has been set). 

Click the Login button. 

  



3.5 Program menu 
 

¶ ATTENTION! The menu can be accessed only after user authorization. 

¶ ATTENTION! When you close the menu, authorization will need to be repeated. 

 

To open the menu, click on the corresponding icon in the main program window: 

 

 
 

Next, you need to go through authorization (more details in the corresponding section). 

 

After successful authorization, the program menu will appear on the screen: 

 

 
  



3.5.1 Subdivisions 
 

¶ ATTENTION! The access rights to subdivisions are the highest, since having them, the user can 

access any subdivision. 

¶ ATTENTION! The unit's access rights duplicate the menu items of the main program. 

¶ ATTENTION! The changes made are not automatically saved, do not forget to save them (when 

making any changes, the "Saved" button becomes available and the text changes to "Save 

changes"). 

¶ ATTENTION! You can delete a department only if no user is assigned to it. 

 

General view (unit access rights duplicate the menu items of the main program): 

 

 
 

To add a department, click the "Add" button, then follow the instructions in the corresponding section. 

 

To change the department, select the one you need in the left part of the window, the parameters assigned 

to it should be displayed in the right part. 

Unit changes (skip items that do not need to be changed): 

¶ Select the unit name input field and change the name. 

¶ Enable or disable the display of department users in the list of the user selection window when 

retrieving (issuing) or connecting (returning) devices (registrars). 

¶ Enable or disable the required organizational unit access rights. 

¶ Click the "Save Changes" button. 

 

To delete a department, select the one you need in the left part of the window and click the "Delete" 

button.  



3.5.1.1 Adding a department 
 

¶ ATTENTION! The name of the subdivision is unique, that is, if a subdivision with the entered 

name already exists, then it will not work to add it. 

¶ ATTENTION! You only need to enter the name, all other parameters can be set when changing 

the department. 

 

General form: 

 

 
 

Procedure: 

¶ Enter a name for the new department. 

¶ Click the Add button. 

  



3.5.2 Users 
 

¶ ATTENTION! OUs with OU access rights are displayed in OU lists only if the authorized user is 

assigned to an OU that has the OU access right. 

¶ ATTENTION! An authorized user cannot change the department by himself. 

¶ ATTENTION! The "Personal ID" that was specified when adding a user cannot be changed. 

¶ ATTENTION! When a user is deleted, all associated log entries (device log, materials, terminal 

logs) will warn that the user was not found. 

 

General form: 

 

 
 

To load the list of users of the required department, select it: 

 

 
 

To add a user, click the "Add" button, then follow the instructions (more details in the corresponding 

section). 

 

Change of user (more details in the corresponding section). 



 

To delete a user, select the one you need in the left part of the window and click the "Delete" button. 

  



3.5.2.1 Add user 
 

¶ ATTENTION! The "personal identifier" of the user is unique, that is, if a user with the entered 

"Personal identifier" value already exists, then it will not work to add it. 

¶ ATTENTION! It is not recommended to leave the "Password" field empty. 

¶ ATTENTION! Be careful the entered password in this window is not hidden by "asterisks" or 

"dots". 

¶ ATTENTION! A blocked user cannot independently perform any actions (for example, pass 

authorization or bind to the extraction (issuance) or connection (delivery) of the device 

(registrar)). 

 

General form: 

 

 
 

Procedure: 

¶ Enter a value for the "Personal ID" of the user. 

¶ Enter the password for authorization. 

¶ Enter your full name. 

¶ Select a department. 

¶ Block the user if necessary. 

¶ Fill in a comment if necessary. 

¶ Click the Add button. 

  



3.5.2.2 Change user 
 

¶ ATTENTION! The changes made are not automatically saved, do not forget to save them (when 

making any changes, the "Saved" button becomes available and the text changes to "Save 

changes"). 

 

General form: 

 

 
 

To change the user, select the one you need in the left part of the window, the parameters set for him 

should be displayed on the right. 

Procedure (skip items that do not need to be changed): 

¶ Select the organizational unit to which you want to move the user: 

 

 
 

¶ Change your full name. 

¶ Select the user is blocked or not. 



¶ Click the "Take photo" button to take or update a photo (the button is available only if the 

webcam has been enabled in the program settings, for more details about the webcam window, 

see the corresponding section). 

¶ Click the Change Password button to change the password (the Change Password window will 

open, enter the new password and apply). 

 

 
 

¶ Modify the comment. 

¶ Click the "Save Changes" button. 

  



3.5.3 Devices (recorders) 
 

3.5.3.1 Registered devices 
 

¶ ATTENTION! The device (registrar) identifier is unique, that is, if a device with the same 

identifier is already registered, an error will occur. 

¶ ATTENTION! Devices are registered and identified by the terminal using the device identifier; 

for the program to work correctly, be sure to make sure that all devices have unique identifiers 

(different). 

¶ ATTENTION! The ñstatusò of the device in the list may differ from the actual one, since it 
changes only in the main window of the program when the extraction (delivery) or connection 

(delivery) of the device (recorder) is completed correctly. 

¶ ATTENTION! When deleting a device (registrar), all associated records of all logs (device log, 

materials) will warn that the device was not found. 

¶ ATTENTION! In the columns "Last Checked Out" and "Last Connected", information about the 

user is displayed only if he was selected when connecting or retrieving, respectively, and also was 

not deleted. 

 

General form: 

 

 
 

To register a new device (registrar), click the "Register device" button, then follow the instructions (for 

more details, see the corresponding section). 

 

To change the identifier of a registered device, select the one you need in the list and click the "Change 

identifier" button, then follow the instructions (for more details, see the corresponding section). 

 

To view the detailed information of the registered device, select the one you need in the list and click the 

"Details" button, then follow the instructions (for details, see the corresponding section). 

 

To delete a registered device, select the one you need in the list and click the "Delete" button. 

 

To configure the device (registrar), click ñDevice Configurationò, then follow the instructions (for more 

details, see the corresponding section). 

  



3.5.3.1.1 Registering a new device 
 

¶ ATTENTION! It is necessary to connect devices (recorders) one by one. 

 

General view of waiting for device (recorder) connection: 

 

 
 

When the device is connected and recognized: 

 

 
 

To complete the registration, click the "Continue" button, the device should appear in the list of registered 

devices: 

 



 
  



3.5.3.1.2 Changing the ID of a registered device 
 

¶ ATTENTION! Changing the identifier is demonstrated by the example of a device (recorder) 

model "EH15". 

¶ ATTENTION! To change the ID of a registered device, it must be connected. 

 

General form: 

 

 
 

Click ñApplyò to change the identifier. 

  



3.5.3.1.3 Detailed information of registered device 
 

¶ ATTENTION! In the columns "Last checkout" and "Last connection", information about the user 

is displayed only if he was selected when connecting or retrieving, respectively, and also was not 

deleted. 

 

General form: 

 

 
  



3.5.3.1.4 Device Configuration 
 

¶ ATTENTION! Changing the identifier is demonstrated by the example of a device (recorder) 

model "EH15". 

¶ ATTENTION! It is necessary to connect devices (recorders) one by one. 

¶ ATTENTION! To configure a device connected in the main window of the program, you need to 

remove it and connect it back in the waiting window for connecting a device for configuration. 

¶ ATTENTION! For correct operation of the program, do not change the identifier of the registered 

device (recorder) in the device settings window. To change the identifier of a registered device, 

use only the corresponding "Change identifier" button. 

 

General view of waiting for device (recorder) connection: 

 

 
 

When the device is connected and recognized: 

 

 
 

To configure, click the "Continue" button, the program will display a warning: 

 



 
 

Click on the "OK" button, the device settings window will open: 

 

 
 

The procedure for changing the identifier (block "Identifier"): 

If the fields for entering the identifier were not loaded (empty), click the "Get" button 

Change the identifier values as required and click the Change button. 

 

The procedure for changing the password (block "Password"): 

If the password entry field was not loaded (empty), click the "Get" button. 

Change the password value as required and click the "Change" button. 

 

The procedure for changing the settings (block "Configuration"): 

If the values in the lists were not automatically selected, click the Get button. 

Change the selection of settings values to the required ones and click the "Change" button. 

To synchronize the date and time, click the Date / Time Synchronization button. 

  



3.5.3.2 Log book 
 

¶ ATTENTION! The search for records is not performed automatically to save the terminal's 

productive resources, therefore, when you open a window or change the criteria for filtering 

records, you must press the "Search" button. 

¶ ATTENTION! The maximum number of records displayed is 100. 

 

General form: 

 

 
 

Description of window filter controls: 

 

 
 

1. The start date of the search for records. 

2. The end date of the search for records. 

3. Multiple selection of devices (recorders) with which the searched records should be associated. 

4. Multiple choice of users with whom the searched records should be associated. 

5. Button for searching records. 

 

The order of applying the filter criteria (if any criterion is optional, skip the corresponding item): 

¶ Select the start date for the search for records, to do this, click on the "..." button in the 

corresponding filter criteria, a date selection window will open (for more details, see the 

corresponding section). 

¶ Select the end date of the search for records, to do this, click on the "..." button in the 

corresponding filter criteria, the date selection window will open (more details in the 

corresponding section). 

¶ Select the devices (registrars) with which the searched records should be associated, to do this, 

click the "..." button in the corresponding filter criteria, a window for multiple selection of 

devices will open (for more details, see the corresponding section). 

¶ Select the users with whom the searched records should be associated, to do this, click the "..." 

button in the corresponding filter criterion, a window for multiple selection of users will open (for 

more details, see the corresponding section). 

¶ Click the Search button. 

An example of a record search result: 



 

 
 

1. Found records. 

2. The number of records found. 

3. Button for detailed information about the recording. 

 

To obtain detailed information about an entry in the accounting journal, select the required entry in the 

list of found entries and click the "Details" button (for more details, see the corresponding section). 

 

Possible event types: 

¶ Registering a device 

¶ Change device ID 

¶ Deleting device registration data 

¶ Connecting the device 

¶ Removing the device 

 

Possible warnings added to records: 

¶ Device not found (device information not found, device registration data may have been deleted). 

¶ The user was not selected (the display of the user selection window during extraction / connection 

was enabled in the program settings, but the user was not selected). 

¶ The user was not found (it may have been deleted). 

¶ Unknown event type. 

¶ The exact date is unknown (the event occurred at the moment when the program was terminated, 

for example: the device was removed, but the program was not running). 

¶ The record is invalid (it has been damaged or changed). 

 

Example of warnings: 

 



 
 

An example of displaying the "task" of the selected user when removing or connecting a device (recorder) 

(for more details, see the corresponding section): 

 

 
  



3.5.3.2.1 Log entry details 
 

General form: 

 

 
 

An example of displaying the "task" of the selected user when removing or connecting a device (recorder) 

(for more details, see the corresponding section): 

 

 
 

Possible warning: 

¶ No device information was found, the device registration data may have been deleted. 

¶ The user was not selected (the display of the user selection window during extraction / connection 

was enabled in the program settings, but the user was not selected). 

¶ The user was not found, it may have been deleted. 

¶ Unknown event type. 

¶ The exact date is unknown, the event occurred when the program was closed. 

¶ The entry is invalid. It has been damaged or altered. 

 



Example of warnings: 

 

 
  



3.5.4 Materials 
 

¶ ATTENTION! The search for records is not performed automatically to save the terminal's 

productive resources, therefore, when you open a window or change the criteria for filtering 

records, you must press the "Search" button. 

¶ ATTENTION! The maximum number of records displayed is 100. 

¶ ATTENTION! The date by which the search is carried out and displayed in the list of records is 

the date of the file creation, set by the device (registrar) at the time of the file creation. 

¶ ATTENTION! When saving a frame in the media file viewer, you must repeat the search to 

display it in the list of found files. 

 

General form: 

 

 
 

Description of window filter controls: 

 

 
 

1. The start date of the search for records. 

2. The end date of the search for records. 

3. Multiple selection of the types of files to be searched. 

4. Multiple selection of devices (recorders) with which the searched records should be associated. 

5. Multiple choice of users with whom the searched records should be associated. 

6. Select to search only priority files. 

7. Button for searching records. 

 

The order of applying the filter criteria (if any criterion is optional, skip the corresponding item): 

¶ Select the start date for the search for records, to do this, click on the "..." button in the 

corresponding filter criteria, a date selection window will open (for more details, see the 

corresponding section). 

¶ Select the end date of the search for records, to do this, click on the "..." button in the 

corresponding filter criteria, the date selection window will open (more details in the 

corresponding section). 



¶ Select the types of files you are looking for, to do this, click the "..." button in the corresponding 

filter criteria, a window for selecting file types will open: 

 

 
 

¶ Select the devices (registrars) with which the searched records should be associated, to do this, 

click the "..." button in the corresponding filter criteria, a window for multiple selection of 

devices will open (for more details, see the corresponding section). 

¶ Select the users with whom the searched records should be associated, to do this, click the "..." 

button in the corresponding filter criterion, a window for multiple selection of users will open (for 

more details, see the corresponding section). 

¶ Select to search only the priority file records. 

¶ Click the Search button. 

 

An example of a record search result: 

 

 
 

1. Found records. 

2. The number of records found. 

3. Button to set or uncheck "Priority" from the file record. 



4. Button for changing the comment of the file record 

5. Button for getting detailed information of the file record. 

6. Button to view the contents of the file. 

7. Button for exporting a file. 

8. Button for adding a file record to the report. 

9. Button for managing records in the report and exporting. 

 

Description of the "User" column: 

 

 
 

1. Extraction date / Date of connection of the device (recorder). 

2. Division (see note). 

3. Personal identifier (see note). 

4. Full name (see note). 

Note: Depending on the settings of the user binding to the extraction (delivery) / connection (delivery) of 

the device (recorder), at the time of the creation of the file record, the following display options are 

possible: 

¶ Binding is carried out when removing and connecting a device: 

o If different users were selected during checkout and connection (or no user was selected 

during checkout or connection), the following is displayed: Data of the retrieving user / 

Data of the connecting user. 

o If the same user was selected during extraction and connection, the display will be 

shared: User data. 

¶ Binding is carried out when the device is removed or connected, displayed: User data 

If there is no data about the user, then "No data" will be displayed accordingly, in this case, see the 

warning for the record, this inscription is also possible when the device (recorder) is connected for the 

first time after registration, since there simply cannot be data on extraction, then there are no warnings 

will be. 

 

To set or uncheck "Priority" from a file record, select the required record in the list of found records and 

click the corresponding button (for more details, see the corresponding section). 

 

To change the comment of a record about a file, select the required record in the list of found records and 

click the "Comment" button (for more details, see the corresponding section). 

 

To obtain detailed information about a file record, select the required record in the list of found records 

and click the "Details" button (for details, see the corresponding section). 

 

To open the file viewer (depending on the file type), select the required entry in the list of found entries 

and click the "View" button (for more details, see the corresponding section). 



 

To export a file, select the required record in the list of found records and click the ñExportò button (for 

more details, see the corresponding section). 

 

To add a file record to the report, select the required record in the list of found records and click the "To 

report" button. The maximum number of files in a report is 20. 

 

To view a report on records (which were added to the report by clicking the "To report" button), click the 

"Report" button. 

 

An example of displaying a comment for a file entry: 

 

 
 

An example of displaying a file entry that is a saved frame from the media file viewer: 

 

 
 

Possible warnings added to file entries: 

¶ Device not found (device information not found, device registration data may have been deleted). 



¶ Date / time may not be correct (on the device (recorder) during the connection, deviations of the 

date / time were noticed longer than the allowable one). A warning is necessary, since the main 

date is the date when the file was created on the device (recorder). If the model of the device 

(recorder) does not support receiving the date / time upon connection, then the notification will 

not be displayed. 

¶ The file was not found (it may have been deleted). 

¶ The user was not selected (the display of the user selection window during extraction / connection 

was enabled in the program settings, but the user was not selected). 

¶ The user was not found (it may have been deleted). 

¶ The record is invalid (it has been damaged or changed). 

 

Example of warnings: 

 

 
  



3.5.4.1 Marking "Priority" in a file record  
 

 
 

1. "Priority" mark type. 

2. Button for setting or unmarking "Priority". 

  



3.5.4.2 Modifying the comment of a file entry 
 

General form: 

 

 
 

Enter or change a comment: 

 

 
 

Click the Apply button. 

  



3.5.4.3 File Record Details 
 

General view (the "Main" tab): 

 

 
 

General view ("Removing / connecting devices" tab): 

 

 
 

An example of displaying the "task" of the selected user when removing or connecting a device (recorder) 

(for more details, see the corresponding section): 

 



 
 

Possible warnings added to file entries: 

¶ No device information was found, the device registration data may have been deleted. 

¶ Date / time may not be correct. On the device (recorder) before synchronization, deviations of the 

date / time were noticed more than the allowable one. A warning is necessary, since the main date 

is the date when the file was created on the device (recorder). If the model of the device 

(recorder) does not support receiving the date / time upon connection, then the notification will 

not be displayed. 

¶ File not found. It may have been deleted. 

¶ The user was not selected (the display of the user selection window during extraction / connection 

was enabled in the program settings, but the user was not selected). 

¶ The user was not found, it may have been deleted. 

¶ The entry is invalid. It has been damaged or altered. 

 

Example of warnings (tab "Main"): 

 

 
 

Example of warnings ("Removing / connecting devices" tab): 



 

 
  



3.5.4.4 File Viewer 

 

3.5.4.4.1 Viewing media files 
 

¶ ATTENTION! The saved frames from video files are saved with the recording parameters of the 

video file, during which they were played (those dates, name, user information will be the same). 

 

Description of controls: 

 

 
 

1. Display video stream or image. 

2. Current playback timestamp / total duration of the media file. 

3. Play progress. 

4. Stop playback. 

5. Rewind 10 seconds. 

6. Start / pause playback. 

7. Fast forward 10 seconds. 

8. Playback volume. 

9. The name of the media file. 

10. Button to save the frame of the video file. 

 

An example of displaying images: 

 



 
 

An example of playing an audio file: 

 

 
 

Video file playback example: 

 



 
 

When saving the frame, a notification with the file name will appear: 

 

 
  



3.5.4.4.2 Viewing text files 
 

General form: 

 

 
 

Description of controls: 

 

 
 

1. Displays the contents of a text file. 

2. The name of the text file. 

  



3.5.4.5 Export File 
 

¶ ATTENTION! The file export process can take quite a long period of time (depending on the file 

size and the current terminal performance). 

 

Procedure: 

¶ Select drive: 

 

 
 

¶ Select the required folder on the disk. 

¶ Enter or change the name of the file: 

 

 
 

¶ Click the "Save" button, the file export will start: 

 



  



3.5.4.6 Report 
 

¶ ATTENTION! All files are added to the "zip" archive. The zip archive format is supported by 

standard operating system software. 

¶ ATTENTION! The file describing the contents of the exported report is created in the "rtf" 

format and added to the archive named "Report.rtf". The "rtf" format is supported by standard 

operating system software. 

¶ ATTENTION! Files. copied from the device (recorder) may have formats that are not supported 

by the standard software of the operating system. 

¶ ATTENTION! The process of exporting a report can take quite a long period of time (depending 

on the size of the files and the current performance of the terminal). 

 

General view ("Selected materials" tab): 

 

 
 

General view ("Preview" tab): 

 

 
 

To clear the report (delete the added file records), click the "Clear report" button. 



 

To remove a record from the report, select the required record from the list of added records and click the 

"Remove from report" button. 

 

Procedure for exporting a report: 

¶ Click on the "Export" button, the file saving window will open: 

 

 
 

¶ Select drive: 

 

 
 

¶ Select the required folder on the disk. 

¶ Enter or change the name of the file: 

 



 
 

¶ Click the "Save" button, the file export will start: 

 

 
 

An example of an exported report in the operating system: 

 

 



 

An example of the contents of an exported report in the operating system: 

 

 
 

An example of a file describing the contents of the exported report in the operating system: 

 

 
  



3.5.5 Terminal logs 
 

¶ ATTENTION! The search for records is not performed automatically to save the terminal's 

productive resources, therefore, when you open a window or change the criteria for filtering 

records, you must press the "Search" button. 

¶ ATTENTION! The maximum number of records displayed is 100. 

 

General form: 

 

 
 

Description of window filter controls: 

 

 
 

1. The start date of the search for records. 

2. The end date of the search for records. 

3. Multiple choice of users with whom the searched records should be associated. 

4. Multiple choice of event type. 

5. Button for searching records. 

 

The order of applying the filter criteria (if any criterion is optional, skip the corresponding item): 

¶ Select the start date for the search for records, to do this, click on the "..." button in the 

corresponding filter criteria, a date selection window will open (for more details, see the 

corresponding section). 

¶ Select the end date of the search for records, to do this, click on the "..." button in the 

corresponding filter criteria, the date selection window will open (more details in the 

corresponding section). 

¶ Select the users with whom the searched records should be associated, to do this, click the "..." 

button in the corresponding filter criterion, a window for multiple selection of users will open (for 

more details, see the corresponding section). 

¶ Select the types of events you are looking for, to do this, click the "..." button in the 

corresponding filter criteria, a window for selecting the types of events will open: 

 

 



 
¶ Click the Search button. 

 

An example of a record search result: 

 

 
 

1. Found records. 

2. The number of records found. 

3. Button for detailed information about the recording. 

 

To obtain detailed information about an entry in the terminal log, select the required entry in the list of 

found entries and click the "More" button (more details in the corresponding section). 

 

Possible event types: 

¶ Launching the program 

¶ Automatic launch of the program along with the operating system 

¶ Incorrect program termination 

¶ Automatic deletion of entries from the device log 

¶ Automatic deletion of records from materials 



¶ Automatic deletion of entries from terminal logs 

¶ Authorisation Error 

¶ User authorization 

¶ Added subdivision 

¶ Division changed 

¶ Department removed 

¶ Added user 

¶ User changed 

¶ Deleted user 

¶ Export files from materials 

¶ Exporting a report from materials 

¶ Initializing cells 

¶ Settings changed 

¶ Closing the program 

¶ Exiting the program with stopping copying processes 

¶ Fixed display of the system window of the operating system 

¶ Fixed display of a window of a third-party program 

 

Possible warnings added to records: 

¶ The user was not found (it may have been deleted). 

¶ Unknown event type. 

¶ The record is invalid (it has been damaged or changed). 

 

Example of warnings: 

 

 
  



3.5.5.1 Detailed information about the entry in the terminal log 
 

General form: 

 

 
 

Possible warning: 

¶ The user was not found, it may have been deleted. 

¶ Unknown event type. 

¶ The entry is invalid. It has been damaged or altered. 

 

Example of warnings: 

 

 
  



3.5.6 Statistics 
 

¶ ATTENTION! When you click on a certain day, the materials window opens with all the filter 

criteria saved. 

¶ ATTENTION! To save productive resources of the terminal, the search for records is 

automatically performed only when the window is opened, therefore, when changing the criteria 

for filtering records, you must press the "Search" button. 

¶ ATTENTION! The maximum displayed number of records is 999 for each parameter, each day. 

 

General form: 

 

 
 

Description of window filter controls: 

 

 
 

1. The year the statistics were displayed. 

2. Month of statistics display. 

3. Multiple selection of devices (recorders) with which the searched records should be associated. 

4. Multiple choice of users with whom the searched records should be associated. 

5. Button for searching records. 

 

The order of applying the filter criteria (if any criterion is optional, skip the corresponding item): 

¶ Select the year to display statistics. 

¶ Select the month to display statistics. 

¶ Select the devices (registrars) with which the searched records should be associated, to do this, 

click the "..." button in the corresponding filter criteria, a window for multiple selection of 

devices will open (for more details, see the corresponding section). 

¶ Select the users with whom the searched records should be associated, to do this, click the "..." 

button in the corresponding filter criterion, a window for multiple selection of users will open (for 

more details, see the corresponding section). 

¶ Click the Search button. 

 

The statistics window displays: 

¶ Devices removed or connected per day. 

¶ All or only priority video files for the day. 



¶ All or only priority audio files for the day. 

¶ All or only priority image files for the day. 

¶ All or only priority text files for the day. 

 

Description of controls: 

 

 
 

1. Daily statistics. 

2. Information about the current display modes. 

3. Switching display mode: removed or connected devices (recorders). See informational icon labels 

for information on the current display mode. 

4. Switching the display mode: all or only priority files. See informational icon labels for 

information on the current display mode. 

  



3.5.7 Initializing cells 
 

¶ ATTENTION! Cell initialization is the process of binding a cell in the main program window to a 

specific port on a computer. 

¶ ATTENTION! If you change the connection of ports to the terminal, you may need to re-

initialize the cells. 

¶ ATTENTION! When the cell initialization process starts, all previous initialization data is 

deleted. 

¶ ATTENTION! The process of initializing cells can be interrupted, in this case, already initialized 

cells will be saved. 

 

General view (beginning of the initialization process): 

 

 
 

Follow the instructions in the window to initialize the cells. 

 

An example of successful initialization of the first cell: 

 

 
  



3.5.8 Program settings 
 

3.5.8.1 General 
 

General form: 

 

 
 

Description of controls: 

 

 
 

1. Autostart (automatically start when the operating system boots). 

2. Configuring the initialization of the virtual keyboard of the authorization window (example: the 

personal identifier for users is entered in Russian in capital letters, and so that each time in the 

authorization window not to switch the layout of the virtual keyboard and not switch the case of 

letters, these settings have been added). 

2.1 Choosing a keyboard layout. 

2.2 Switching the case of letters. 

3. Save settings button. 

  



3.5.8.2 Webcam 
 

¶ ATTENTION! Before choosing a webcam, be sure to check it by clicking the "Check" button. 

 

General form: 

 

 
 

Description of controls: 

 

 
 

1. Selecting a webcam (Disabled - do not use a webcam). 

2. Webcam test button (opens the webcam window, where you can watch the video stream and take 

a test photo). 

3. Save settings button. 

  



3.5.8.3 Devices (recorders) 
 

¶ ATTENTION! Some device models can be recognized and connected with any given password. 

 

General form: 

 

 
 

Description of control elements: 

 

 
 

 

 

1. Registration of devices. 

1.1 Automatic (devices are registered automatically the first time they are connected to the terminal). 

Even if this item is selected, manual registration is also possible. 

1.2 Manual (only an authorized user with access rights to the corresponding section can register the 

device, otherwise an error will occur when connecting a new device to the terminal). For more 

information about registering devices, see the corresponding section. 



2. The window for selecting a user to bind him to the extraction (issuance) or connection (delivery) 

of the device (recorder). 4 setting modes are supported: 

¶ When pulling out and plugging in (both items are selected) 

¶ Retrieve only (only relevant item selected) 

¶ Only when connected (only the corresponding item is selected) 

¶ Do not bind device (both items are not selected) 

3. Password for connecting devices (recorders). If it is necessary to limit the connection and 

registration of devices to the terminal, change the password, and also, without fail, change it in 

each device that needs to be connected to the terminal. If the password on the terminal does not 

match the password set on the device (recorder), the device should not be recognized by the 

terminal. 

4. Synchronization of the date / time of the device (recorder) when it is connected (delivered) to the 

terminal, before starting the copying processes. 

5. Delete files on the device (registrar) after copying. It is not recommended to disable the deletion 

of files on the device (recorder) after copying, since when the device is reconnected (repeated 

copying process), they will be copied again (duplicated). Does not affect copy processes that have 

already been started. 

6. Battery charging time of the device (recorder). It is necessary to correct the received value from 

the device (recorder). More details in the corresponding section. 

7. Save settings button. 

  



3.5.8.4 Selecting drives to copy 
 

¶ ATTENTION! When you manually select disks for recording (copying), they are memorized by 

the program by the assigned operating system identifier. This means that changing the drive letter 

will not affect the correct choice of the drive for recording. However, if you change the drive ID, 

you will need to select it again. 

¶ ATTENTION! Does not affect copy processes that have already been started. 

 

General form: 

 

 
 

To select only the necessary disks, disable automatic recording to all disks except the system one, and 

select the necessary disks to which records will be copied when devices are connected, for example: 

 

 
  



3.5.8.5 Auto service 
 

General form: 

 

 
 

The program does not provide for manual deletion of records, it occurs only in automatic mode, so select 

the required period of records storage: 

 

  



3.5.9 Update 
 

¶ ATTENTION! To check and download the updated version, you need an internet connection. 

¶ ATTENTION! Not all versions of the program can be updated automatically. 

 

General form: 

 

 
 

 
  


